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Source : PCWorld


What Botnets do


© Leaders in Security – LSEC, 2014, for ACDC – public , p 2
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Botnet 1 : Centralised


Source : ENISA, 2011 : Botnets : Detection, Measurement, ...


Botnet 2 : P2P 


Botnet 3 : Fast Flux Botnet 4 : Locomotive  


© Leaders in Security – LSEC, 2014, for ACDC – public , p 3


Botnet History


© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 4 Source : RAND, Market for CyberCrime, 2014
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Doesn’t impact your business?


5


Source : IBM, X-Force Trends Report 09/2013© Leaders in Security – LSEC, 2014, Public, p 5


Attribution : top causes of data breaches 2012


Source : ISTR, October 2013, www.lsec.be© Leaders in Security – LSEC, 2014, Public, p 6
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But who cares? – Business ? – not really


Source : LSEC, Innovations, Websense, 09/13© Leaders in Security – LSEC, 2014, for ACDC – public , p 7


Should we even care?


8


Source : LSEC ACDC, Cyberdefcon March 2013© Leaders in Security – LSEC, 2014, for ACDC – public , p 8
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Carna Botnet : 420.000 bots – a research project


9


Source : LSEC, ACDC, Cyberdefcon 03/2013© Leaders in Security – LSEC, 2014, for ACDC – public , p 9


The point?


10


Source : Marc Elsberg, Blackout, 2013© Leaders in Security – LSEC, 2014, for ACDC – public , p 10
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Relevance for ETSI Members : Global Threat Map Today


Source : Hostexploit, September 2013


Europe is target and host


© Leaders in Security – LSEC, 2014, for ACDC – public , p 11


Relevance to ETSI Members : Global Threat Map Today


Source : Hostexploit, September 2013


Highest observed concentrations


of malicious activity


© Leaders in Security – LSEC, 2014, for ACDC – public , p 12
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Botnet Relevance for Business


Source : various, GoDaddy, Checkpoint© Leaders in Security – LSEC, 2014, for ACDC – public , p 13


© Leaders in Security – LSEC, 2014, Public – Closed User Group Distribution,  p 14


Change in attitude


Source : RSA Conference, OpenDNS, 02/14
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15Source : ENISA, 2012 : DG INFSO CIP PSP © Leaders in Security – LSEC, 2014, for ACDC – public , p 15


So Let’s Mitigate


Source : PCWorld, IBM


Impact of Botnet Defense


© Leaders in Security – LSEC, 2014, for ACDC – public , p 16
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<17>


Infected machines vs subscribers per ISP (spam)


Source : Botnet mitigation and the role of ISPs, TU Delft, March 2013© Leaders in Security – LSEC, 2014, for ACDC – public , p 17


ACDC 
&


The European Commission's 


Cyber Security Strategy 


Trust and Security
DG CONNECT - European Commission
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1. Economic and social benefits of the Digital Single Market
2. Risks and incidents on the rise > Lack of trust, economic losses, missed 


opportunities 
3. Cross-border nature of risks and incidents
4. Insufficient national preparedness and cooperation across the EU


EU Cybersecurity Strategy Objective and Priorities : “To ensure a safe and 
resilient digital environment in respect of fundamental rights and EU core 


values”


1. Legislative proposal on Network and Information Security (NIS)
2. Fighting botnets, ensuring the security and resilience of  Industrial Control 


Systems and Smart grids 
3. Awareness raising
4. Public-Private Partnerships


Cybersecurity the need for further EU action


© Leaders in Security – LSEC, 2014, for ACDC – public , p 19


28 partners – 14 member countries 


20


© Leaders in Security – LSEC, 2014, for ACDC – public , p 20
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CIP-PSP-2012-6 Cybersecurity Pilot


ACDC Partner Spread 


© Leaders in Security – LSEC, 2014, for ACDC – public , p 21


22Source : ACDC Kickoff Meeting, DE-CIX, Frankfurt, 2013


EC Botnet Fighting Team


© Leaders in Security – LSEC, 2014, for ACDC – public , p 22
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WP2 Pilot Components & Technology Development


Tools : 
(1) Sensors and detection tools for networks
(2) Systems Infections – infected websites analysis
(3) Device Detection and mitigation – multi-purpose tools for end users
(4) Centralized Data Clearing House and
(5) Pan-European Support Centre,


T2.1: Establishing and Management of Pilot Governance Group. (LSEC) [M01-M27]


T2.2 : Developing Technology Framework (ATOS) [M01-M06]


T2.3 : Developing Pilot Component Task Forces (LSEC) [M01-M21]


T.2.4 : Pilot Component Developments (LSEC, TID) [M03-M23]


T2.5 : Change management (LSEC) [M06-M27]


T2.6 : Component Development Quality control management (LSEC) [M06-M27]


© Leaders in Security – LSEC, 2013, Private & Confidential, p 23
© Leaders in Security – LSEC, 2014, for ACDC – public , p 23


WP2 Pilot Components & Technology Development


Tools : 
(1) Sensors and detection tools for networks
(2) Systems Infections – infected websites analysis
(3) Device Detection and mitigation – multi-purpose tools for end users
(4) Centralized Data Clearing House and
(5) Pan-European Support Centre,


T2.1: Establishing and Management of Pilot Governance Group. (LSEC) [M01-M27]


T2.2 : Developing Technology Framework (ATOS) [M01-M06]


T2.3 : Developing Pilot Component Task Forces (LSEC) [M01-M21]


T.2.4 : Pilot Component Developments (LSEC, TID) [M03-M23]


T2.5 : Change management (LSEC) [M06-M27]


T2.6 : Component Development Quality control management (LSEC) [M06-M27]


© Leaders in Security – LSEC, 2013, Private & Confidential, p 24
© Leaders in Security – LSEC, 2014, for ACDC – public , p 24
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Tool Set 


From Detection to Protection


© Leaders in Security – LSEC, 2014, for ACDC – public , p 25


STIX Aggregator 


© Leaders in Security – LSEC, 2014, for ACDC – public , p 26
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Types of Information Currently Collected


© Leaders in Security – LSEC, 2014, for ACDC – public , p 27


28


Operational Detection


CARNet (KR) have produced a network of detection systems which 
Identify botnet activity within spam e-mails and network connections.


© Leaders in Security – LSEC, 2014, for ACDC – public , p 28
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Operational Detection


XLAB have produced an Intrusion Detection System for Android smart 
phones.


© Leaders in Security – LSEC, 2014, for ACDC – public , p 29


30


Data Sharing & Analysis


CARNet creates identified threat information in the STIX format and 
sends the information to the ACDC STIX Aggregator


STIX Aggregator


The XLAB Android IDS infrastructure queries the STIX 
Aggregator to obtain threat information provided by 
CARNet and blocks access to suspicious sites.


© Leaders in Security – LSEC, 2014, for ACDC – public , p 30
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Types of Information Currently Collected


• URLs hosting suspected malware
• Malware samples
• IP Addresses of hosts sending SPAM
• IP Addresses of suspected Command and Control Servers
•…


Collected from Honeypot Networks, SPAM collection systems and 
Custom partner tools. 


© Leaders in Security – LSEC, 2014, for ACDC – public , p 33


34


Source : IFIS, January 2013


Future Analysis


© Leaders in Security – LSEC, 2014, for ACDC – public , p 34
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Other Sensors & Impact


Source : Palo Alto March 2013© Leaders in Security – LSEC, 2014, for ACDC – public , p 35


https://www.check-and-secure.com/completion/_de/index.html


User Tools & impact


http://www.check-and-secure.com


© Leaders in Security – LSEC, 2014, for ACDC – public , p 36
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https://www.initiative-s.de/de/index.html


https://www.initiative-s.de/de/index.html


User Tools & Impact


© Leaders in Security – LSEC, 2014, for ACDC – public , p 37


Effective Cyber Threat Intelligence 
and Information Sharing


http://stix.mitre.org/


Sharing Impact


© Leaders in Security – LSEC, 2014, for ACDC – public , p 38







LSEC - Leaders in Security woensdag 14 mei 2014


Private & Confidential 19


Organization & User Impact


© Leaders in Security – LSEC, 2014, for ACDC – public , p 39


Support Centers


40


www.botvrij.be


antibot.hr


www.botfrei.de


© Leaders in Security – LSEC, 2014, for ACDC – public , p 40
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Join ACDC 


Building Community Portal, Reaching out to : 
industry, research, existing communities, law enforcement
policy makers, isp’s & operators, CERTs, …


Looking for : 
1. Detection & Mitigation Tools & Techniques 
2. Data Analysis and Botnet Analysis & Prevalence - Deployment
3. Data & Intelligence Sharing 
4. Awareness Creation
5. Influencing Policy


© Leaders in Security – LSEC, 2014, for ACDC – public , p 41


NOT THE END


More information and follow-up 


www.acdc-project.eu
www.botfree.eu


Q or C
Ulrich Seldeslachts 


ulrich@lsec.be 
+32 475 71 3602


© Leaders in Security – LSEC, 2014, for ACDC – public , p 42
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• Council conclusions on Critical Information Infrastructure Protection 


http://register.consilium.europa.eu/pdf/en/11/st10/st10299.en11.pdf


• Commission Communication on Critical Information Infrastructure Protection – "Achievements and 
next steps: towards global cyber-security" - COM(2011) 163 
http://ec.europa.eu/information_society/policy/nis/docs/comm_2011/comm_163_en.pdf


• Digital Agenda for Europe - COM(2010)245 of 19 May 2010
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0245:FIN:EN:PDF


• The EU Internal Security Strategy in Action: Five steps towards a more secure Europe COM(2010)673
http://ec.europa.eu/commission_2010-
2014/malmstrom/archive/internal_security_strategy_in_action_en.pdf


• Commission Communication on Critical Information Infrastructure Protection – "Protecting Europe from 
large scale cyber-attacks and disruptions: enhancing preparedness, security and resilience" -
COM(2009) 149
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0149:FIN:EN:PDF


© Leaders in Security – LSEC, 2014, for ACDC – public , p 43


Links to Policy Documents



http://register.consilium.europa.eu/pdf/en/11/st10/st10299.en11.pdf

http://ec.europa.eu/information_society/policy/nis/docs/comm_2011/comm_163_en.pdf

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0245:FIN:EN:PDF

http://ec.europa.eu/commission_2010-2014/malmstrom/archive/internal_security_strategy_in_action_en.pdf

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0149:FIN:EN:PDF
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