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• Time-Sensitive Networking (TSNg)

IEEE 802.1 sub-standards have been

earmarked as the protocols to provide

the required time- and mission-critical

services in I4.0/Smart manufacturing

infrastructure.

• For TSNg and other MAC-layer TSN-

based technology found in critical

infrastructure (e.g. AFDX in airplanes

and TTE in e-vehicles), a dedicated

MAC layer security scheme is

necessary.

Overview [1]
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Time-sensitive Ethernet-based Standards
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• Considerations for the development and demonstration of a dedicated MAC layer 

security scheme for TSN-based networks include:

1. Target security attribute → Integrity

2. Context → Resource-restrictive environment

3. Innovation → Improvement on current solutions

Overview [3]
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Security Scheme –TSN-MIC
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Time-Sensitive Network – Message Integrity Code (TSN-MIC)

• Lightweight integrity protection designed specifically for MAC layer TSN services

• Additional mechanisms that are included for improved security, while still observing the 

performance requirements of time-critical transmissions

• Designed with an online key management and key change-over mechanism, with 

feedback mechanisms to detect and restrict the propagation of error related to 

intentional and unintentional actions

Security Scheme – TSN-MIC
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Security Scheme –TSN-MIC: Parameters
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• The key parameters of the TSN-MIC scheme are:

– the lightweight cryptography algorithms for the generation of the MIC (or Message Authentication 

Code/MAC) and

– the key management protocol for the key lifecycle processes  (key generation, key deactivation, key 

update and key change-over)

TSN-MIC – Parameters [1]
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TSN-MIC – Parameters [2]
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ISO/IEC 29192-6 MIC

ISO/IEC lightweight cryptographic standards for message integrity
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TSN-MIC – Parameters [3]
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o Dedicated design

o Cross-Platform versatility

o Efficient implementation

o Resistance against timing attack

o Tag truncation

o Nonces are optional

o Provably secure

o Patent-Free

Chaskey-12 Advantages
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TSN-MIC – Parameters [4]
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Security Scheme –TSN-MIC: Concept
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• The TSN-MIC scheme is implemented at 

the OSI MAC-layer, just below the 

services/operations of the selected TSN 

protocol (e.g. AFDX, AVTP, TTE, etc.)

• This design means that messages are first 

processed by the TSN-MIC operations 

before the messages are handled by the 

TSN operations

TSN-MIC – Concept [1]
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TSN-MIC Calculations

– Across a simple network (a Source End System, a TSN Switch and a Destination End System), there 

are seven (7) TSN-MIC calculations

– Namely, there are two main calculations that are repeated – that is three (3) Long Hash Calculations 

(LHCs) and four (4) Short Hash Calculations (SHCs)

– The LHCs are so-called as the hash (unkeyed) output of this calculation is always calculated over the 

payload of the frame, which is normally between 46 to 1500 bytes

– The SHCs are so-called as the MIC (keyed) output is always calculated over the hash output of the 

LHCs, which is set at 16 bytes in this description of TSN-MIC but can be larger (recommended) or 

smaller

TSN-MIC – Concept [2]
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TSN-MIC – Concept [3]
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TSN-MIC – Concept [4]
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TSN-MIC – Concept [5]
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Key distribution

– Two initial session keys: 

one for incoming 

messages and one for 

outgoing messages

– A master key is used for 

the key establishment 

procedures to provide 

confidentiality for the 

keying material

TSN-MIC – Concept [6]
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Security Scheme –TSN-MIC: Implementation and Simulation
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• To test the concept, a software implementation was completed on a Banana Pi, while the 

efficiency of the TSN-MIC scheme was demonstrated using the OMNeT++ simulator.

• For the former, the Banana Pi was configured as a TSN Switch, modelled after the 

AFDX specification, and a laptop was then configured as an AFDX End System (ES), 

serving as both the source ES and the destination ES. 

TSN-MIC – Implementation and Simulation [1]
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Banana Pi R1 configuration

TSN-MIC – Implementation and Simulation [2]
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TSN-MIC – Implementation and Simulation [3]
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TSN-MIC – Implementation and Simulation [4]
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OMNeT++ AFDX model without redundancyOMNeT++ AFDX model with redundancy
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TSN-MIC – Implementation and Simulation [5]
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TSN-MIC modules are included for outgoing frames

(TSNMICsrc) and for incoming frames (TSNMICdst)

TSN-MIC modules are included for incoming frames at the

TSN Switch ingress port (TSNMICswIN) and for outgoing

frames at the TSN Switch egress port (TSNMICswOUT)
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• The TSN-MIC LHC processes frames of between 46 bytes and 1500 bytes, while the TSN-MIC SHC will only ever 

process 16 bytes (that is, the maximum LHC MIC output)

• Based on published data, Chaskey-12 would process 46 bytes in 5.98 μs to 24.38 μs, and between 195 μs to 795 μs

for 1500 bytes

TSN-MIC – Implementation and Simulation [6]
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• Theoretical calculations indicate that on the ARM Cortex-M3/M4, the expected delay is 8.06 μs to 197.08 μs, while 

on an ARM Cortext-M0, the TSN-MIC delay is 32.86 μs to 803.48 μs

TSN-MIC – Implementation and Simulation [7]
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• The efficiency of the TSN-MIC security scheme is then assessed using the OMNeT++ 

AFDX model

• First, the QueryPerformanceFrequency function is used to observe the average 

processing times TSN-MIC LHC and TSN-MIC SHC with the underlying Chaskey-12 

algorithm

• The average time take for a TSN-MIC LHC is observed to be 26.6 ms of messages of 

128 bytes, and 19.4 ms for a TSN-MIC SHC for messages of 16 bytes

TSN-MIC – Implementation and Simulation [8]
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• The OMNeT++ model was then observed to determine the time taken for an end-to-end 

delivery, which is given as 10.88x10-6 simsec (1 simsec ≈ 4.867 seconds) or 53ms in 

the real world.

• The assumed impact of the TSN-MIC security scheme is given as 157.4 ms (3 x 26.6 

ms (LHC) + 4 x 19.4 ms (SHC)) over a simple network.

TSN-MIC – Implementation and Simulation [9]
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Results
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• The execution of the OMNeT++ TSN-MIC simulation shows that the actual end-to-

end delay for a single message is 11.84x10-6 simsec, an increase of 8.82% above the 

baseline of 10.88x10-6 simsec.

Results [1]
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• Additional averages were 

calculated for messages of sizes 

ranging from 40 bytes to 1500 

bytes.

• The overall increase in the 

simulation time (simsec) is 

much greater (2,032%) than the 

change in the TSN-MIC LHC 

processing time (111%). 

Results [2]
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Conclusion
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• The TSN-MIC efficiency based on the OMNeT++ shows an increase in the transmission 

time of 8.82% for each message from source End System to a destination End System, 

traversing a single TSN Switch. 

– This indicates a 2.52% delay per pair of TSN-MIC calculations (1 LHC and 1 SHC) 

• The limitations of the testing environment requires that where more accurate 

solutions/environments are used, such as with comparable microcontrollers or with an 

FPGA, an accurate representation of the efficiency TSN-MIC security scheme can be 

obtained. 

• Nevertheless, TSN-MIC demonstrates viability for I4.0/Smart manufacturing and 

critical infrastructure.

Conclusion
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Questions?
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Thank you for your attention!


