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v The Position of Functional Safety in Chinese Smart Manufacturing Framework System
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v China's Policy Requirements on Functional Safety
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¥ China's Standard Requirements for Functional Safety
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China's Policy Requirements on Functional Safety é“{m
BRZEBELRH AT ELIIRZELEEGEFEL

Guidance Opinions of the State Administration of Safety

Supervision on Strengthening Safety Management in Processing Ao vk B

G ls B = (2013) 885 (201347298 VAT AR N

Guidance of the State Administration of Safety Supervision on Bk e At 2 %

RETIARRAEEEK : :
Requirements for process safety management are T &
T
put forward.
BREEBEERHET BT ZEANERZAAERENE = / B A
o~ ) ~

Strengthening the Management of Industrial Safety Instrument BLE A B A%
System
g0 B = [2014) 1165 (2014411 /131) pill 2

RETHRRZENEREZK PARAR A 5 2

The management requirements of functional safety HRAIE ij’%ﬁﬁ/ﬁ H;?IJ ;%}f'ﬂ;‘v
B A FE ) AR L

AN & 2 AT [ R 45

are put forward.

% AR R R L0 R REERAF A PSR

4 J D ~ b 529 N Z .
gk 3R AF A 5T R 89 S5 4 Z— At present, the R AR E A %
.reqmrement of functional safety of safety BAAL (SRRE)
instrument system has become one of the 3B B AR

conditions for high-risk enterprises to obtain T it A2

HUBK, T A AL BAUK LR & HAR L FHATFPT



China's Standard Requirements for Functional Safety

HEEINEER 2 S EAOR EER P

ITEI

GB/T 20438.1~7 « ¥, &,/ &,F/ T HAZ VT LML RRNTREL LY , FFRAIEC61508
GB/T 20438.1-7 "Functional Safety of Electrical/Electronic/Programmable Electronic Safety-Related
Systems", equivalent to IEC 61508

GB/T 21109.1~3 it 42 T AR B Z A E A AT z4> , FF K HIEC61511
GB/T 21109.1~3 "Functional Safety of Safety Instrument System in Process Industry", equivalent to IEC
61511

GB/T 35320-2017 < f&le 57T 44k 47 (HAZOP) & il 45 >
GB/T 35320-2017 Guidelines for the Application of Hazard and Operability Analysis (HAZOP)

GB/T 32857-2016 «{&3 E4-# (LOPA) m A&y , 5[ & JHIEC61882
GB/T 32857-2016 Guidelines for the Application of Protection Layer Analysis (LOPA), equivalent to IEC
61882
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China's Standard Requirements for Functional Safety A

GB/T 32202-2015 «ih A8 8 PR R AN REZ 2 iTFETLY
GB/T 32202-2015 Standard for Functional Safety Assessment of Oil and Gas Pipeline Safety Instrument
System

GB/T 32203-2015 «ih A8 8 PR R AN REZ 2 BRI
GB/T 32203-2015 Standard for Functional Safety Acceptance of Safety Instrument System for Oil and Gas
Pipeline

KT RIe M4z 2 G892 it 2 247 M EE AL T84 3T F

Functional safety standards for risk mitigation systems are under discussion
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Consideration of Functional Safety in Intelligent Manufacturing Systems -

| a AA KRG s gze
o 2k k) Sk e
7?’? AE Lﬂ' &R Safety -Related System Safety N M edE B A A
Z R /' Increase security risk
Safety&security

requirements of IM o, 1y e
N Ehia a YRNREF NI

system Affect normal function

i A2 Security

Production process

ZhELZR, BRARATRAE ST

How far can safety go, then how far can technology go

B6: RIEFRILAARER, FAEZNELFELIR. 1286 E R B, & %EHHIATIZIT %

Objective: To ensure the function of smartsystem is correct, and to implement the designed function correctly while
realizing interconnection and information integration.

RTHERADAREAAFEITTEHETNE, BREFBERANI L L

Avoid the unacceptable risk caused by the failure of manufacturing system function, and put forward the functional
safety of manufacturing system.

RTHEUARAI R IR FBRGARATETNE, REFELRAZRGI L2

Avoid the unacceptable risk caused by the function failure of intelligent system, and put forward the function safety
of intelligent system.

BRIES T R R, STHREEH, B kL

Ensuring high reliability, at the same time, achieving fault management and avoid failure

R S N N R
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National Standards under preparation
- BEEl] ZELRUERETHERETE
« Standard for Evaluating the Effectiveness of Safety Monitoring in Intelligent Factory
- BRIl LEEHIEK
« Safety Control Requirements of Intelligent Factory
c HFHEFEINEZEEK
* Functional Safety Requirements of Digital Workshop
c HFHEFEEEZREEK
* Cyber Security Requirements of Digital Workshop
« HFMNEEFIEMEEK
* Reliability Requirements of Digital Workshop
«  WFNFEE/EEL RE—HFMHLEK
« Safety Integration Requirements of Digital Workshop/Intelligent Factory
5 EASEEERIEAABUESTIEFNLE L —BEEHhEN L E2RIE
The aim is to standardize the safety realization in the process of upgrading and
transformation of intelligent manufacturing-the safety guarantee of intelligent

ITEI
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Technologies under Research and Implementation

EEEL 2 Intelligent safety

-

) ZEEMBFFE Laws and regulations are self conforming
oIfIEHI1EMN Environmental adaptation

IISL2LIEE Dynamic safety distance

o NGRABESI 4R Classification of personnel ability

oIZFHBES 4 Equipment capability classification

o TEIRRSHERIERIME A Assign responsibilities to everyone and

every day
«iRFIFHI=HI TEFE XS Identify and control all risks

=hZ< A K A~ oY I YT RVON DR
AVAMXVIMIZOAR A VA sl inE O kel UEE SAAR«IRRILVE ]
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Problems under study

'TEI

[a]&R Problem :

a) BEEMZERAEME R, RRELESAINKENIFRE, =
BHREAINER G, WEXERITULAERNZRERZTEMXK
MIRTEARBEE . DAEERINEZEMERZENHEEERE
ERIBEIEA,

a) systems are more complexity, more vulnerability and
more like to be attacked. The mutual impact between safety

and security may be good or bad.
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Problems under study el
|a) @ Problem :
b) AN EFPHNEKR, FRAGEFNTEENMBAEZEZERNIN, RERENQNRIEER
K, FEIRFEGFARNERESEEINMNE,
- EE&FHAREO (THE) BRITA5R;
- TENMNAHRERZONEXR, RENGEFEERFIRITHEX;
- SERSHEN SRS E A IR E R E K ;

b) To achieve customization production quickly, modification of production systems software become

more frequently. Online detection for fault and vulnerability require firmware updating more frequently.
All above generate:

- new requirements for online update interfaces or tools;

- new requirements for online detection and alarm interface, including asset management tool

- protection of malicious changes and restore
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Problems under study I TEI

[a) @ Problem :
c) loTTA4BXM Industry Internet of Things
d) T =RIR FAFRHI? Fal: =MES¥EA? Limited to Industry cloud? Cloud platform MES?
e) TcZ&BIN FAFRHI? Limited to Wireless?
f) ZE2EEHMI? New safety and security requirements for HMI? Emergency stop button?

g) ZEHAELRERE R L? Integration of safety and NON-safety systems, the interface
between safety and non-safety is more and more Dblur.

h) N 2 BEERTRNLZTENLRIED? safety and security management? For example
the interface for safety and security emergency information.

NEREL S FNHEBIMEATLEFAIEIR Intelligent factory or digital workshop

M T A AN SRR S TARZ TR PR
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Problems under study I TEI

o) &iiProblem :

k) =528 R S EINEEERIREM The complexity of
control logic leads to functional error risk.

VEBEMCIARI ™ RAAS | NHZ £ (0] Safety problems

UL AL F )
are caused by immature intelligent technologies and
products. fa) | (&=
ey OB .. 45 U
N— ) — —_ \ ey ags d W\ 4 (k) <
m)E & R ZIz1THI RS 1% (e) @ The credibility problem of T~ ) (B (&~
COmpleX SyStem Opel’atIOﬂ | > 6 mc. 'J-"f{".!! J-.;ri-','.f{ » RO R »RANE |
N AR STIZE R T RLZAXEL Immature risk of public
|ExAms> || WL M Wit L8 O rRARY
service support system b .

L i
| -
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BTEEIN &

Cooperation proposal &/ rel

o UREINEXSIEIIEERZ Z TIF/NEN%Z

iy, BRI —THFENHERSINAIIIEE R Bfr: SeehlEeE
TR R/N\A: Research objective:
» With the Sino-German Standardization Safety of Smart manufacturing

Cooperation Functional Safety Working Group
as the core, a functional safety research group

with experts from both sides was established. ﬂ-—
. -1 P v 2.?2
- BEEPESEERTMT. TR, S0 PRy e /4.‘ y O
AR, HEFREA, BRI | #3 %
* Every year, seminars, exchanges and visits are T '

held between China and Germany to jointly
study technology and solve problems.

AT w iy o N et R Z 5 =
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Cooperation proposal &{r El
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45 = i Bin: SeEfER=E
)

o LIFAARIELHHRARA A Research objective:
4% B K '
22 BT, Safety of Smart manufacturing

* The working group can gradually study the
relevant content and achieve the ultimate goal

step by step. e
ke

?
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%

M A AN SRR S AR Z TR PR



O

TEI

i%il. -I%EI.Thank you
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Shi Xueling
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